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O6cyanm cerogHs

— CoTpyaHuKkwn, yaaneHka un
COVID-19: HoBble yrpo3bl

— YT0 caenaTtb npamo cenvac

— Kak Hape>XHO HayuunTb
COTPYAHUKOB paboTaTtb
6e3onacHo, a cnegoBaTesibHO,
a¢pPeKTUBHO




KAK COVID-19 BIIUAET HA CTWUI1Ib PABOTbl POCCUAH

NCMOMb3YIOT
FINYHYIO MOYTY
ANs peleHus
cranu 6onblue pabotarb pabounx
BOMPOCOB

]

!

& YnTarT
—_—

HOBOCTMW OHNauH

Ha yCTpOUCTBaXx,
KOTOpble UCMOMb3YKT
abopatopueit Kacnepckoro» anpene 2020 roga. Onpoweno 6016 cOTPYAHHKOB N0 BCeMy MUpY ang pa60Tb|

e

MOryT Yaule 6biBaTb C
cemben n 6onblue
BpEeMeHM NnoceslaTh
NWYHBLIM aenam

cTanu donblue YyntaTb
HOBOCTEN

*Uccneposanne «Bnuanue COVID-19 Ha cTunb paboTol» NpoBegeHo «J

obuatotes no pabore
B MeCCeH[Kepax,

He o4oOpeHHbIX IT-
oTaenamu







K yuemy 3To npnBoauT - OLLMGKN COTPYAHNKOB CNMNLLKOM AOPOro o6xoadaTca busHecy — paxke B

«MUpPHOE» Bpems

14,3 mnH p.
ANS KPYMNHbIX NpeanpusaTui

CpepHuii yep6 oT ycneLuHom
aTakw, B T.4. BbI3BaHHOM
HeyMBbILLAEHHbIMU OLUMBKaMn
COTPYAHNKOB *

4,5 MIH p.
anga cermeHta CMbB

CpepHuii yiep6 oT ycneLuHoi
aTakw, B T.4. BbI3BaHHOM
HeyMBbILUIEHHbIMU OLUIMGKaMun
COTPYAHNKOB *

33%

pPOCCMACKUX OpraHn3auuni

XoTs 6bl pa3 3a rof, CTONKHYNCH C
MHUMAEHTaMU, CBS3aHHbIMU C
HeHap/1eXaLuvm Ncnosnb3oBaHNemM
NT-pecypcoBcoTpyaHukamm *

» $400

Ha coTpyAHuKa 3a rog

CpepHue noTepu KOMMaHwiA oT
duwmHra (6e3 yueta npoumx
BEKTOPOB aTak) **



Kakue pnckn BosHMKaloT Npu nepexoae Ha yaaneHKy?

— HesawwuweHHble wi-fi ceTun

— Wcnonb3oBaHue NNYHbIX
YCTPONCTB ans paboTbl

— LHwupokoe ncnonobsosaHue
BUpeokoHdepeHuunin

— Wcnonb3oBaHne Heoao0b6peHHbIX
IT-cny>x60ii nporpamm n
cepBUCOB

— JHocTtyn cemei kK pabouynm gaHHbIM

— WHTepHeT-MOLUEHHUKW,
crekynmpyioLasl Ha cCMTyaumn




Korga Hage>kHbIli naponb cTaHOBUTCS $akTOPOM HaLMOHa bHo 6e3onacHoCTU

Boris Johnson inadvertently reveals the UK
Wcnonb3yiiTe Hape>XXHbIW Naposib Government's Cabinet Meeting Zoom I.D. on
KO BCeM cpefcTBaM Ae/1I0BOW Twitter

KOMMYHUKaUunM — N He
pasrnawanTe gaxke yacTtum
KOH$UMAEHUManbHbIX AaHHbIX

&) Zoom Meeting ID: 539-544-323

Good news for anyone who was hoping to join the meeting but had mislaid
the Zoom meeting ID.

But bad news for any mischief makers hoping to take advantage — the

Zoom meeting is password-protected. Thank heavens for that.

Let's hope it's a strong password, that's hard to guess.

Boris Johnson's Zoom meeting. Click for larger version




BpenoHoc-wnnon AZORult amynupyeT kapTy YHuBepcutera [I)xoHa XonkuHca (Yepes .exe-daiin)

@ Coronavirus COVID-19 Global Cases by the Center for Systems Science and Engineering (CSSE) at Johns Hopkins University (...

TposiH cobupaeT nHpopmaumio, xpaHsLwytocs B 6payaepax: cookies,
NCTOPUS NOCELLEHUIA CTPaHWL, naeHTNdUKaTOpPbl NONb30BaTENIA,
naponau, K/toumn OT KPUNTOBANOTHbIX KOLLIENbKOB

Confirmed Cases by
Country/Region/Sovereignty

us
Italy
Spain
China
Germany
France
Iran AFRICA
United Kingdom

Switzerland

Belgium

NEGEHERE

3awmTa: cTaBUTb aHTUBUPYC N
He cTaBUTb exe-¢aibl

Total Deaths

44 156

12 428 deaths
9 053 deaths

3523 death:

3 193 deaths
Hubei China

3 036 death
an

2 352 deaths

1173 death

1 096 deaths

Total Recovered

China

Spain

Germany

Italy

Iran

France

us




MpunoxxeHne COVID19 Tracker cuntbiBaeT naponb oT TenedoHa u 6nokupyeT Bxoa, Tpebys BbIKyn

ESKﬂOp, BbiMOraTteJib

YOUR PHONE IS ENCRYPTED: YOU HAVE 48 HOURS TO PAY 100$ in BITCOIN OR
EVERYTHING WILL BE ERASED

1. What will be deleted? your contacts, your pictures and videos, all social media
33 LL',V'Ta . :::::;ms will be leaked publicly and the phone memory will be completely
_ 63Ka n Eﬁl-;::;g;a;:l:;y:: ::ei:i:acieﬁery;m:n code that will dis:: the app and
3. How to get thg decryption code? you need to send the 1008 in bitcoin to the
= He CTaBUTb HEM3BECTHbIE NOTE: YOUR 7S 1S WATCHED AND YOUR LOGATION IS KNOWN, I YOU TRY
n p Vln O)Ke H Vl ﬂ ANYTHING STUPID YOUR PHONE WILL BE AUTOMATICALLY ERASED
- OTAEeJIbHO 3allumuiaTtb -
KopnopaTuBHYIO MHOOPMaLUWMIO Ha
P !.D Y ¢ P H enter decryptioncode SNl Sl R
ycTpoucTBax = - - _— - _—




Mnucbmo 9Ko6bl OT pyKOBOACTBA NpepiaraeT 03HaKoOMUTbCS ¢ MHPopMaLMeil — U BOPYeT YYeTHble 10
3anucu Microsoft

Puumhr 20 TbhiCSY

BopoBcTBO akkayHTOB
CTYAEHTOB N COTPYAHNKOB aMepUKaHCKNX
BY30B MOy pULLMHIOBOE NMUCbMO 9KOObI

Sawmra: OT PYKOBOACTBA C NPOCbO0O BBECTU JIOFUH N

- YMEHMne pacno3HaeaTb naposb oT yyeTHoln 3anucu Microsoft
PnLnHr

- NOAO3pPUTENIbHOCTb NMpUn Hi [

BBOAE JIOrTMHa N naponga

Kindly check the Latest information about COVID-19 [Corona Virus]

https://www. ]l e du/content/covid-19-coronavirus-information.pdf

The Trustees of _ University | Health Team




Kpome Toro — nogpenka nucem ot cny>6 gocTaBKM....

n

CooBlWeHKE

Carrier:

M7 03.04.2020 15:03

Custorner Service <customer@
Order Arrival Notification

Eomy Recipients

B8 infozip (465 KéaiiT)

CUSTOMER,

Sales Order Mumber: Check attacthment
Armval Date: 04/02/2020
Tracking Number(s): Check attacthment

L.Come

Your Package Has Arrived!

*You are receiving advanced ship notifications for erders placed with us.. If you prefer not to receive these shipment notifications, please foward this email to unsubscribe(@

Your package has reach our warehouse and due to coronavirus outhreak, you will need to come to our warehouse to get it, check the attactment for details.

.Cotn




Kpome Toro — nogpenka nucem ot cny>6 gocTaBKM....

Cp 01042020 037

EXPRESS <shipping@  .com>

Cargo Arrival Noticell
Komy . o

COOBLWEHHE || Arrival Notice,jpg.ace (24 K6aiiT)

Qur Dear Customer,

Urgent_ ¥ our shipm ent arived our regonal Office on 30th, however the details provided for dispatch are incom plete pls check.

kindly see attach documm ent and resend us corrected details for Tracking wour address, to enable us proceed with Dispatch hefore goverm ent lock down, prior to the Coronavinus pandemie precautionary major.
Vours Bincerely,
Custom et Service Officer

EXPRESS
supp ot wotdwide ine

12



. ga)ke uenbix canTtoB
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We use cookies on our website. Cookies are used to improve the functionality and use of our internet site, as well as for analytic and advertising purposes. To learn more about
cookies, how we use them and how to change your cookie settings find out more here. By continuing to use this site without changing your settings you consent to our use of

cookies.

B English

Press Careers About Us

Parcel & eCommerce  Logistics Mail

Express

El23456/78)

We're Living Sustainability

Find out more about what we are doing
with regard to sustainahility issues.

T Services Industry Sector Solutions

T P s
pad

- — |
( 3 /A{ = ] = = J
-
Express Services ~ Parcel & eCommerce A Freight Transportation A Supply Chain Solutions A

Excellence. Simply delivered.
International expre:

repairs, to storage; mail deliverie orldw
connect people and improve their lives

Read more

X, Contact Center

-4

Worldwide
|

& Worldwide

Choose a location

-8

Express |Logistics
- Track Your Shipment

Enter tracking number(s)

Track up to 10 numbers at a time.
Separate with a comma () or return
(enter).

> More Tracking Options
Ship Online
2 Get Rate and Time Quote

> Find amm Service Point
Location

Find a Service

/\ covid-19 Updates

> Express Emergency Situation
Surcharge

2View updates from
Group Coronavirus task force

(@) important Information

> Important Info and Service Alerts
> Shipping Lithium Batteries

Parcel & eCommerce Careers

Logistics Mail Press

Express

12345678

We're Living Sustainability

Find out more about what we are doing
with regard to sustainability issues.

Read More »

8 services About Us

P P

Industry Sector Solutions

- — 1“ 5 ¢
=7 B {
L | = -
( =P -
Freight ~ Supply Chain ~
Express Services ~ Parcel & eCommerce A Transportation Solutions

Excellence. Simply delivered.

connect people and improve their I

Read more

About Us

N TN

A, Contact Center | 47 @ Worldwide

|

& '™ Worldwide

Express Logistics
- Track Your Shipment

Ei

r tracking number(s)

Track up to 10 numbers at a
time. Separate with a comma ()
or return (enter).

> More Tracking Options
Ship Online
7 Get Rate and Time Quote

> Find a mm Service Point
Location

Find a Service

[\ Covid-19 Updates

> Express Emergency Situation
Surcharge
7View updates from
Group Coronavirus task force.

(@) Important Information

> Important Info and Service Alerts
> Shipping Lithium Batteries

mcas = Group






SawwmTa pomawHnx wi-fi ceten

Cpenarb:

Ncnonb3yinTe 3awumdppoBaHHOE No
ctaHpapty WPA2 coeguHeHme

YcTaHoBUTE Ha [,OCTYN K poyTepy
CNOXXHbIN, 12-3HauHbI Naponb

Ncnonb3yirTe pByxdaKkTopHyio
ayTeHTUPUKaLMIO Ha BaXKHbIX
pecypcax

NpoBepuTs:

— Bawm coTpyaHuku 3HaloT, YTO 3TO
Takoe U Kak NpoBepuTb, Kakon
CTaH@apT UCNoJ/b3yeT CeTb?

— CoTpyAaHUKU 3HAIOT, rAe 1 Kak
NOMEHATb Naponb (U 4YTO Takoe

poyTep)?

— Ba)xHble kopnopaTuBHbIe pecypchbl
UmeloT ABYX¢paKTOPHYIO
ayTeHTndunkauuio? Nonbs3oBaTtenn
YMeEIOT ee yCcTaHaBNMBaTb?

15



PaspeneHune yueTHbIX 3anucein
Ha KoMMbloTepe

Cpenarb:

CospainTe ons KaXxporo
nonb3osaTtens (B T.4. Y1€HOB CEMbU
N/VUNn rocTeBylo) oTAEJIbHYIO
YYeTHYI0 3anuch

3almTTe CBOIO YUYETHYIO 3anuchb
HaAe)XHbIM naposiem

NpoBepuTs:

— CoTpyaHuKkam nomMoryT co3paTb

rocTeBble YYeTHble 3anucu Ha
pabounx komnbioTepax? A Ha
NINYHBbIX?

CoTpyAHUKM 3HAIOT, UTO Takoe
HaAe)XHbIi naponb? YMeIoT ux
cocTaBnaTb? A 3anomMmunHaTb?

(vnn noBecAT BymaXkky C naponem
Ha XONoAUNIIbHNK?)

16



BupTyanbHble MalwuvHbI ANg 3aWnThbl
Ba>XHbIX KOPNOpPaTUBHbIX PeCYpPCOB

U —

¢ rooe W v,
| New  Settings Dol Stant
CnenaTbl L™ Ubuntu = ™ General B preview
& Powered Off = Name: Ubuntu

Operating System: Ubuntu (64-bit)
Settings File Location: (Users/marius/

VirtualBox VMs/
— CospaiiTe cCNMUCOK COTPYAHUKOE, B

0151 KOTOPbIX BUPTYasbHas MalunHa e

Chipset Type: ICHS
ob6s3aTenbHa Aecoai: VT D, Netod

Paravirtualization

= pi
Ecnun coTpyaHuk paboTaeT Ha T
NNYHOM KOMMblOTepe — CTaBbTe Remot skt Sarvr, Dl
BMPTYasbHYIO MawunHy! @ s

c?mn;:%mu-: [Optical Drive] Feren OS x64.iso (Inaccessible)

SATA Port 0: Ubuntu.vdi (Normal, 10,00 GB)




OuwnHr
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Cpnenarb:

NpoBepuTs:

MpoBepbTe Ha appec oTnpaBuTensa n

TeKcT (rPaMOTHOCTb, dopMaT, KOHTEKCT)
. — CoTpyaHuKn ymeloT onpeaenstb
He oTkpbiBaliTe BNoXxeHUs B NnMcbmax oT $uLLMHroBble nucbma? A

Ccny>x6 pocTaBku crvpuwnHr?

OcTopo>xHee ¢ nucbMmamm nNpo — Bl koraa-HUGyabL NPOBOANNY

KOpoOHaBMpyc TecTOBYI0 GMLUMHIOBYIO pacCbiIKy,
He npepocTaensiite B 0TBET Ha MMCbMO 4TOBbI 3TO MOHSITH?
HUKaKWNX AaHHbIX — CoTpyAHUKU MOryT pacrnosHaBaTh 1

Monb3yTecb HapeXXHbIM 3aLMUTHbIM NPOTUBOCTOSATb ME€TOAAM
pelieHnem, KOTopoe pacno3HaeT coumanbHoil uHxeHepun?
BPEeAOHOCHOE BJIOXKEHUNE U

3abnoknpyeT PULLMHIOBbIA CaNT




O6HoBNneHne NporpaMmMHOro
obecneyeHuns

Cpenarb:

[MpoBepsinTe, He HaKONUNUCH NN
HeaBTOMaTU4eckne o6HoBNEHUS, N
CBOEBpPEMEeHHO yYCcTaHaBnmBanTe nx!

NMepezanyckaiiTe komnbloTEp,
YyTOObI aBTOMAaTUYECKNE OBHOBIEHUS
Hayanu gencreoBaTb

NpoBepuTs:

— PacnucaHue aBToOMaTU4YeCKuX

obHoBneHuii gencteyeT? A Ha
NINYHBIX KOMMbloTepax?

— CoTpyAHUKN MNOHNMAIOT Ba)KHOCTb

obHoBneHnii? [lep>xat B ronoee
HeobxoaMMocCTb NpoBepKn?

— CoTpYAHMKM MOHNMAIOT, YTO

nepesarpy3ka KOMrnbloTepa TOYHO
Hy>KHa JYalie pa3sa B mecsay?

19



Lpyrne Ba>kHble NPUHLUNbLI 6e3onacHOCTN

Ob6ecneubTe Hanuumne u akTyasbHOCTb
aHTUBUPYCA, B T.4. HA NCMOJIb3yEeMbIX A1
paboTbl NIN4HbIX pecypcax. PerynsapHo
CKaHuMpYWTe BeCb KOMMblOTEP

CospaBaiiTe pe3sepBHble Konuun

Ncnonbayinte VPN u wunppoBaHne

20

WNcnonb3yiiTe pasHbie 6pay3epbl gng
paboTbl N NNYHbIX HaRObHOoCcTel. He
ycTaHaB/MBaliTe nnaruHbl B 6pay3epbl

Jlio6ylo cny>xebHyto nHpopmaumio
pa3smeLllanTe TO/IbKO Ha KOpNopaTUBHbIX
pecypcax. B kpaiitHem cny4yae - Ha
nn4HbIX pecypcax (Google Drive nnp.) ¢
naponem



Jpyruve Ba>xkHble NPUHLMNbI 6e30MacHOCTN

] Ob6ecneubTe Hanuumne u akTyasbHOCTb 4 Wcnonb3yiiTe pasHbie bpay3epbl ans

21

Y6epuntechb, 4YTo:

— Bauw IT roToB o6ecneunTb 3TN Mepbl

— COTPYAHWNKU OEeNCTBUTENIbHO MOHUMAIOT, 3a4eM HY>KHa KaXkxgas N3 HNX
— COTPYAHWNKU YMEIOT NosIb30BaTbCs STUMN COBETAMU

— COTPYAHWNKU AEeNCTBUTESNIbHO MU NOJIb3YIOTCS




CpouHble mepbl

UTto cpenaTb npsmo ceitvac:

— pasownuTte NamsaTKy

— npoBeauTe TPEHUHIU
(B T.u. ucnonb3ys
6ecnnaTHble KypcCbl
oT npodeccmnoHanos)

Mpumep:
«bes3onacHocTb B
XXU3HU N BusHece»
kas.pr/free-course

kaspersky s

Flexible working: how to stay secure
and safeguard business continuity
especially in challenging times

More and i g their employees Whil g
rules p g the fact

is that the use of px Internet ks g than working

within a secure corporate network — and for a company’s IT staf, the warkload increases significantly.

Security awareness has never been
more important

Regardizss of thetype or size of the company. cybersecurity problems are aften
m

inan emai and inadvertently installs malware,

: & . D
Malware infection of Inapprop
use by employees affects company owned devices data viamobile devices is

is 52% for enterprises and is 51% for enterprises and 48% for enterprises and
50% for SMBs 49% for SMBs 43% for SMBs

Inappropriate IT resource sharing of

This kind of behauior,

The average financial impact of

“One of the most relevant
spam campaigns we
recorded imitates
mailings from World

Responding to ongoing,
diverse threats

Cleeri

Health Or
Attackers send letters in
the name of WHO that
steal personal data and
organize false donations
to fight the coronavirus.”
Kanstantin gnatiey,

Haadtof the Kaspersky web contant
anyzs grom.

Memo for all staff:

Whis 33% of y pl

g for
futire, preventionis alwsys better than cure.

ews, every day, i focused on the pandsmic, cyberthreats sre just waiting for their
opportunity.

Atthe end of January this
‘the guise of corenavinus-related dozuments.

Act now

Here's a memo you can send out right now to your employees and IT specialists

ol regulsr sscurty swarenss courses

Setup tw-factor authentication

Ensurs that sl gadgets with access totha corporste Usea PN
networks and date heve  security solutien instelled —
for, and st
Hye " pose,mske

]
tablets, and lsptaps.s stored in encypted form

p to date, update programs and operating systems.

Securs yourhoma Wi-Fi Changs your password s set—ip
your friends e

9 Do Suck
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]

other information.

Tip-sheet to help

your

£ Start from
the isk of eyber incidents.

Ecuip your generalit T specialata with the practical skils

data with Cybersecority for [1 Onine (CITO) training,

adatabi ¥
IT resource use by employees is
$116K for SMBs and $1.195K for
enterprises

Whatever their size, when s business experiences a cybersscurity attack. the financisl
theneed

haning
Improving softwarekinfrustructure 3 3K
ExtraPR . sux
Training $mox. s

the Kaspersky Security Awareness training, It takes only

sbout

communications,including developing end applying

employees

from the first lesser.

Cybar TheaatsNews: wiw zacurehet.com

wwwkaspersky.com

00 sy L g rnee
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Kaupersky Incident Comr

effectively dusing an incident.
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OpvH npumep: Kak genaioT

1. MoHanun, yemy HayunTb 2. YnakoBanm Kypc 3. OTunranuce

: 3aLI.|,I/|Ta JJ,OMaI.IJHI/IX Wi_fi ceTeI‘/'l E E KAK U3BEXXATb NEPEXBATA MHOOPMALIUU MOCPEACTBOM WI-FI? : E — Kypc I'IPOLIJJ'II/I 570 E
: . : : pr— : :  COTPYAHWKOB :
- — Wcnonbsyinte sawmndposaHHoe : . : : :
- no ctaHpapTty WPA2 : : : : — CpepHuii pesynbtat -
. coeavHeHue : : : . 70% :
: — YcTaHoBUTE Ha fOCTYN K : : : : - :
E poyTepy CHO)KHb"‘;I’ 12-3Haqu"7| H N McnonbayiiTe 3alwmdposaHHoe coegnHeHWe. E E E
- naponb . . : : :
: . : missmarple ——— m6Ssm@Rpl8S) : : :
- — WUcnonbayiite AByX$aKkTopHylo ! PSPPI |
E GYTeHTVId)I/IKaLI,VIIOHaBa)KHbIX : NS NN NN NN NSNS E NS NN NN SN EEEEEEEEEEEEED : E
:  pecypcax : : :
. - CEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEER



B peanbHoI >kn3Hm no ntoram o6yueHuns:

..1uTo nonyyaeTcs

NHpopmaumns TepsieTcs
NHpopmauns zabbiBaeTca (aa n He
3anomMmnHaeTcs)

3HaHune He TpaHchopmMupyeTcs B
aeiicteune

P =
.

~— YTo TaKoe poyren,

Hyeeany
ABVXIIAKTOPHYIO
ayTeHTUMEALMIO







Kak mbl popmupyem HaBbikn

Haw nopaxop 3aknovaeTcs B paboTe ¢ 6a3oBbiMun 3abny>xaeHnsammn B obnactu Vb,
N3MeHeHMeM BHY TPEHHe No3uLmmn N ToNbKo 3aTeM — obecneveHmne 3HaHWA,
BblpaboTKa HaBbIKOB U CMeHa NpnBbIYeK

dopmupoBaHue

pMup BoBneueHue O6yueHmne SakpenneHue

HaBbIKOB
— 9TO NHTEpPECHO — MUWKPONEPHUNHT — S TO4YHO noHan?
— 3TO BaXHO — HenpepbIBHOCTb — 9 TOYHO 3anomMHun?
— S TO4YHO B Teme? — aBTOMaTu3auus — S TO4YHO genato?
renmndurkaums, ABTOMaTu3upoBaHHasa oHnaliH-nNnatdopma
OHNanH-

NMHTEepaKTuBbI



BoBneueHue: oHNanH-TPEHNHr
Cybersafety Management Game

CoBmellaeT «oby4veHue n passneyeHme»

dopmaTt 3aBUCUT OT Lieneii:
— OHnaiiH n aBTomaTusunpoBaHHo (20-25 muH)
— OddnaitH ¢ TpeHepom (Ao 4 1)

PesynbTaT:

— MeHsgeT oTHoweHne K kubepbesonacHoOCTN B
noBceAHeBHbIX pabounx npoueccax

— [loBbllLaeT MOTMBALMIO yUNTbCS fablue

— B cpeaHem 85% yuyacTHMKOB TPEHUHra roToBbl
PEKOMEHA0BaTb €ro CBOUM Kosnieram

I have not checked
my flash USB

since yesterday!
Better will check!




BoeneueHmne: Kaspersky Interactive
Protection Simulation (KIPS)

KIPS — komaHpHas urpa, B KOTOPOW HY>KHO
NPVHUMAaTb peLleHNs, YTOObl OTPa3nTb aTakun
KnéepnpecTyrnHUKOB U COXPaHUTb AOXO/, BalLE
WUrpoBOiA KOMMaHUN.

obyualowmxca 3a ANNTCS Nrpa ot
urpy (mo 300 MHCTPYKTaX<a po
KOHconen) pe3ynbTaTosB

OLIEHMBAIOT Urpy Kak
KVHTEpPECHYIO U

y>Ke NpoLuin 3Ty urpy npaKTnKo-
OPUEHTNPOBaHHYIO»



Kaspersky Automated Security Awareness Platform

30

ABTOMaTM3NpOBaHHas OHNaiH-NnaTdopma
no oby4eHunto knbepbesonacHocTU
k-asap.com/ru/



http://www.k-asap.com/ru/

1. YeTko onpepennTb
6e3onacHoe noeBeaeHue

EpnHaga nporpamma o6yueHus

2% Shy,
i® Orgg

%,
%

A

<4

PC Security

flew3
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300 npakTU4eCKUX MUKPO-HaBbIKOB

YTo MOMET YIPOMKaTh MOEIH 3NEKTPOHHOM No4TE?
KoMy MomHo cooflaTh CBOM Naponk oT No4YTw?
YTo genats, ecnu Bawy 3NeKTPOHHYIO NOYTY B3noManu?

Kakwe naponu cnegyeT UCNONbL30BaTk ANA CEOMX NOYTOBbIX
CEpBUCOB?

Moyemy 0NA KOPNOPaTUBHOM M NIMYHOA 3NEKTPOHHON MOYThI HYHHO
MCMNoNb30BaTh Pa3Hble Naponun?

KaKkue naHHbIE He CTOWT OTNPaBNATE N0 3NEKTPOHHOK NoYTe?

Hauto oﬁpamaTb BHWMMaHKME, ECNKM BAaC NPOCAT BBECTH Naponk OT
noYTOBOro aKHa‘jHTﬂ?

OnacHbl M CCBINKK, COCTOALWME TONBKD M3 UMpp?
Bce nv BnoxeHWA B 3NeKTPOHHBIE NWCEMa CTOMT OTKpPBIBATR?

YTo CTOWT cOenaTk B OTHOWEHWK CBOMX NMOYTOBLIX aKKAYHTOB YHKeE
cerogHa?



2. BbicTponTb nocnepgoBaTesbHbIA NyTb 06yueHUs

o KpuBasa 3abbiBaHua D66uHraysa
a0% MHorokpaTHOe NOBTOPEHME NPOYHO 3aKpennseT HaBblKn
NEW LEVEL
20% () Obliteration
1:1 [ ] Remembering after reinforcement I
==v
Interactive Reinforcement Test Simulated . NEXT TOPIC
lessons email/ case study phishing attack

@ooooéooo v

4 days later 3 days later 3 days later Level 1 topics

” are studied



3. Nlcnonb3oBaTb MYHbTI/IMOJJ,GHbeIVI KOHTEeHT, YTOOBDI 3aKpennTb HaBblK

MHTepakTuBHbIE YpOKU TecTbl

EEEEEEEEEEEEEEEEEEEEEEEE
Vodacom = 10:32 -
@ k-asap.eu

WHAT COULD HAPPEN IF MY PASSWORD IS TOO
EASY OR IF | FORGET IT?

I your password isnl complex enough, it is easy 1o orack it. Once scammers can acoess your work o personal
resources, they can carry out il sorts of acts an your behalf
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3akpenneHne

Subject: portant parts of nformation security
From: ASAP
To: useri(company name].com

® (

CumynaTop ¢uwmHra

3

ello John!

‘ou have registered a new account with Dropbox. If this was you,
hange your temporary password to a permanent one by following the
nk:

Reset your password

f you don't want to change your password, or If this request was made
y someone else, Immediately go to the Securlty Center and cancel the
ction: scammers could be acting on your behalf.

lease do not forward this message to anyone, otherwise your account
ecurity could be put at risk. In our help center, you will find detailed
securify information

Use with ease!

i
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BoiBoapbl

1 OGHoenginTe BCe 5 Wcnonbayitte
MO perynapHo BUPTYasbHble MaLUVHbI
2 Wcnonbayiite 6 Paspenunte yueTHble
CNOXHblIE N pa3Hble 3anncu
naponu. O6HoBnsiITE
perynspHo
5 Y6eautecs, uto / MommuTe 0 puwmHre
AomaluHag wi-fi ceTb
6e3onacHa.

Pa6oTaiite nog VPN.

4 YcTaHoBUuTe 8 Mpoeeaute 06yueHne
aHTuBUupycHoe MO n COTPYAHVKOB,
HacTpouTe OpPVEHTNpPOBaHHOE Ha

3alUNTHBIA 3KpaH N3MeHeHne noseneHns
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