Knbepbe3sonacHoCTb: 3aKOHbI, JIIOAU, TEXHONOrMn

17 nekabps 2019

09:00 - 09:30

09:30 - 11:00

Perucrtpauuns y4acTHUKOB. [IpnBETCTBEHHbIN KOoe

3asTpak ¢ CIO

Moaepatop

Hukonan MNMpaHULLHUKOB, NpeacenaTenb KOMUTETA NO HOBbIM
TEXHONOTNSIM, MHHOBaLMSM 1 KnbepbesonacHocTn, Accoumnaums
He3aBUCUMbIX OUPEKTOPOB

KnioueBble TeMbl

e CdpbopmupoBancs nn B Poccun pykoBoasiumii knacc B obnactu
6esonacHoctn? CIO (chief information officer), CISO (chief
information security officer) u CSO (chief security officer): kakosa
nx ccpepa 0TBETCTBEHHOCTU U POJIb B MOBbLIWEHNN
90PPEKTUBHOCTU 1 KayecTBa BeaeHns busHeca?

e VHBecTuuMmM B 6e30NacHOCTb: NpedynpeanTb nerye, Yem nevnTb?
CurHxpoHM3aums uenei busHeca co ctpaTternei
nHopopmaunoHHon 6esonacHocTn. Kak nobuntbes yBenmyeHums
6t00XeTOB Ha MHPOPMALMOHHY0 6€30MACHOCTb U PaCLINPEHUS
cobcTBEHHBIX MonHOMOYMiA? Kak pa3paboTaTtb nporpamMmy no
6e30MacHOCTU 1 3aWMTUTb €€ Nepes COBETOM OMPEKTOPOB?

o KnbepyueHusi. Ctpecc-tecT ans Ton-MmeHeaxmeHTa. Kak
TpaHCOPMUPOBaTb OTHOWEHNE PYKOBOACTBA K AESTENBHOCTU
MB-noppasnenexna?

e VIb-koMaHOa n MexaHn3mbl ee OPMUPOBAHMNS B COBPEMEHHbIX
KomMnaHusix. KomneteHumnn HacTosiwero n 6yaywero.

e B uyeMm npenmylecTBa n HegoCcTaTKM CEPBUCHO MOOENN B
peweHnn npobnembl gedonumta KBannguUMpPOBaHHbIX KaapoB?

Cnukepol
e Ponb u mecto CIO B CTpyKType KopropatuBHOro yrnpasieHuns.

Ceprent EMenb4yeHKOB, 3aMeCTUTENb FreHepanbHOro gupekTopa no
NHGOOPMALIMOHHBIM TEXHONOTMAM 1M Pa3BUTUIO LMAPPOBbLIX CEPBUNCOB,
«[Toyta Poccun»

e /Ib-komaHOa n MexaHn3Mbl ee GhboPMUPOBAHNSI B COBPEMEHHbIX
komnaHusix. KomnereHumn HacTosiero n 6yayuero.

Bsauyecnaes KacumoB, ovpekTop genaptameHTa MHOPMaLNOHHOM
6e3onacHocTU, «MOCKOBCKUA KpeAUTHbIA BaHK »



11:00 - 11:15

11:15 - 13:00

e Kak cosaarb cTparerunto passutns VIb Ha 6a3e oLeHku
knbeppuckos?

Mwuxaun Kyp3uH, ovpekTop npakTukm no knbepbesonacHoctn, PwC
Russia

e Kak He ocTaHOBUTbL BU3HEC, 3alnLLasicb 0T Knb6epPPUCKOB 1
PErynsiTopos.

Uropb JisnyHoB, BULe-Npe3naeHT No MHOPMaLMOHHON
6e3onacHocTn, «Poctenekom»

e AytcopcuHr 6€30MacHOCTU: MTHOChl U MUHYCbI.

PycnaH CynenmaHoB, OMpeKTop yrnpaBneHns HGOPMaLMOHHbIX
TexHonorun, ESET Russia

e PykoBogsumii knacc B obnactu 6esonacHoctu: CIO, CISO, CSO

ApTtemM CblueB, rnepeblil 3aMecTuTeNb aupekTopa genaprameHTa
nHopmaunoHHon 6esonacHocTn, BaHk Poccun

Aunppen LLonkuH, pykosBoanTesnb genapraMmeHTa MHOPMaLMOHHbIX
TEXHONOTWIA 1 3alWNTbl UHGPOopMaunn, @oHA counanbHOro
cTpaxoBaHusa Poccuiicko ®denepauunn

Kodbe-6perik

Ceccus 1. lNpaeoBoe none kmbepbesaonacHOCTMW.
ObecneyeHne 6e30NacHOCTN KPUTUYECKON
NHPOPMALIMOHHON MHAOPACTPYKTYpPbI

Moaepatop
Hukonan 3yb6apeB, AMPEKTOP N0 HANPaBNEHNIO «MHPOPMALMOHHAS
6e3onacHocTb», AHO «LlncgppoBas skoHoMumKka»

Kniouesble TeMbl

e Kak npaBy yrHaTbCs 3a pa3BuTneM UMgpPOBbIX TEXHONOMNIA?
Knbepnpago B cucteme MHGOOPMaLNOHHOro npasa Pd.

¢ YyacTue rocynapctea B obecnedyeHun knbepbesonacHoctu, B
TOM Yucne B onpeneneHny NOHATUS KNbepnpecTynHOCTH 1 Mep
60pbObl C 3TUM SBNEHMEM, MOATOTOBKE CMEeLnanmcToB
COOTBETCTBYIOWEN KBanuguKaumu.

e KWW kak HoBas peanbHOCTb. [MpakTuka BbiNoNHEHUS TpeboBaHWi
3akoHa Ne 187—-d 3 «O 6e30NacCHOCTM KPUTUYECKOM
NHCGPOPMaLIMOHHOM NHppacTpyKTypbl Poccuickon denepauunm» un
B3anmomencteus ¢ FocCOlKA. MNepBble ntorn

e Camble rpomMkue kmbepaTtaku Ha KpUTUYECKME MHAPPACTPYKTYPbI.
Mo>HO nu 6bino ux nsbexartb? Pasbupaem Kenchbl



Cnukepsl

o KpuMUHanncTnyeckoe 3akpensieHve cnenoB rnpectyrnieHnii B
copepe KOMMbOTepHOU MHGbopmaLmm

Omutpuin AnekcaluvH, afsokart, CTaplmii lopucT, «3abenna n
napTHepbl»

o HroaHchl BbinonHeHus TpeboBaHUi U METOANYECKMX
pekomeHaaumi K ueHTpy rocCOIlKA.

MaBen MoH4YapoB, pykoBoanTenb HanpasneHus «FocCOIMNMKA»,
«Poctenekom-Conap»

e OcCHoBbI rocynapcTBeHHOU NoINTUKN B Cghepe rnpasoBoro
perynupoBaHns knbepbe30nacHoOCTy.

Bnapumup KoXwuH, nepBsbiii 3aMecTnTeNnb NnpeacenaTens KomuteTa
no obopoHe n 6esonacHocTW, Npeacenateib BPEMEHHON KOMUCCUN MO
3akoHoJaTelbHOMY perynnpoBaHuio BONPocoB knbepbesonacHoCTy,
PasBUTUS 1 NCMONb30BaHUS LMAPPOBLIX TexHonoruii, CoseT
depepauun denepansHoro CobpaHus Poccuiickoin denepauun

® Yro/n0BHO-MpaBoBble PUCKM ONepaTopoB rocynapCTBeHHbIX
nHgopmaumoHHbix cuctem (FVIC) u cybbekToB KpUTMYECKOM
MHQbopMaLUnoHHOI MHpacTpykTypb! (KWUU). OcobeHHocTH
npumeHeHus ct. 274 n 274.1 YK P®.

Banepun Komapos, HayanbHKK oTaena obecneyeHums
ocsBenomneHHocTn ynpasneHus Vb, enaptameHT MHOOPMALNOHHbBIX
TexHonorun ropona Mocksbl

e [IpaBoBovi naHawaght B 0bnactu perynupoBaHms
knbepbe3onacHoCTH.

Banoum KoHrowikesuy, naptHep, agsokart, VK Partners; 3amectutenb
npeacenartens no 3aKoHoAaTeNbHbIM MHMLMATUBAM 3KCNEPTHOrO
coBeTa Mo UMMPPOBOI SKOHOMUKE 1 BNOKYEIAH-TEXHONOMMAM NPU
komuteTte [NocypapcteeHHoW dymbl @ C P®d no aKOHOMMYECKOW
NONNTMKE, NPOMBIWNEHHOCTN, NUHHOBALWOHHOMY Pa3BUTUIO U
npeanpuHUMaTenbCcTBy

AMuTpuin XuXKUH, 3amMecTuTenb gupekTopa genaprameHrta
obecneyeHuns besonacHocTn, «PocceTn»

e CocTaBnsmoume COBPEMEHHOI0 PErynNpPoBaHms
knbepbesonacHocty B Poccum.

Esrenun Lapes, ynpasnswowwnin, RTM Group

e HeogHo3Ha4YHble acrnekTbl Tonadbl «4OKYMEHTbl — TeXHUKa —
J1roam».



13:00 - 13:15

13:15-15:00

Kodbe-bpeiik

Ceccuns 2. Osontouns knbeparak. Ynpasnsem
pyckamm

Moaepatop
PycTtam XanpeTamHoB, npe3ngeHT, Accounaums no Bonpocam
3awmTbl KopnopaTueHoi nHopmaumm (BISA)

KnouyeBble Tembl

e OTtkypa xpatb yrpo3? Kto atakyet? Koro atakytor? Kak
MEHSIIOTCSA TPEeH bl KnbepnpecTynneHnin?

e AyanT nHgopmMaunoHHol 6e30nacHoOCTw.

® VIHHOBALMOHHbIE TEXHONIOTNN 1 CEPBUCHI B cdoepe
kKnbepbesonacHoCTH.

e ObnayHble cepBuCbl 415 6€30MacHOro XxpaHeHUs AaHHbIX.

e LleHTpbl MOHUTOPUHra VB ceroaHs n 3aBTpa.

e TexHOonormm HacTosiwero n 6yayuero: Kak n3aMeHsT IB-pblHOK
KBaHTOBas 3awwuTa, brioMeTpns, MalmMHHOE 06yYeHme 1
NCKYCCTBEHHbIA MHTENNEKT?

e VIP-6e3onacHocTb. 3awmra Ton-MeHeAXMEHTA 1 BNafenbLEeB
6uaHeca OT MHEPOPMALMOHHbBIX UHLMOEHTOB (NepBble nMua Kak
006 BEKT aTaku 3N10YMbIWNEHHNKOB).

e OcBenoMneH, 3HauuT 3awumuweH. «Lnposas rurnena»
nepcoHana.

e KnbepcTpaxoBaHue kak 30EKTUBHBIA UHCTPYMEHT yNpaBieHUs
puckamm.

Cnivkepsl

e ABTOMarn3npoBaHo, MoAKIKYEHO, 6e3onacHo. Bbibepute nBa n3
Tpex. CoBpeMeHHbIe rnpobneMbl MHGPOPMaLMOHHOV 6e301acHOCTU
MPOMBbILIEHHbIX 9KOCUCTEM By ayLero.

EsreHun NoHyapoB, pykosoauTtenb, Kaspersky ICS CERT,
«JlabopaTopus Kacnepckoro»

o Ayaut nHghopmaLmMoHHOV 6e30MacHOCTH.

Mapk Fopaees., ctapwuii MeHeoXep rpynmnbl MO 0Ka3aHuio yCnyr B
obnactu knbepbeszonacHoCTU 1 LMPPOBOIA KpuMmUHaNUCTKm, KIMMI™

e YnpasneHue puckamu Vb kak 06wmii 3biK /151 061UEHNS C
PyKOBOACTBOM KOMIMAHMUM.

Cepren eMnnoB, 0MpekTop AenapTamMeHTa onepaunoHHbIX PUCKOB,
MHGOPMaLMOHHO 6e30MacHOCTH U HENPEepPbLIBHOCTU BU3Heca,
«MockoBckas bupxa»

e T AsitmamAamisis t1mamamittama 12 Kismisitimma m t1maiimimars 2smsisammmiassmea A



15:00 - 15:45

® TEXHAU/IVUI VI HACIOAWE!I O M OydyLel U B LEHIPAdX MUHVTOPVIHI A VID

AHppen LyruH, HavanbHuK oToena obecneyeHns NHPOPMaLMOHHOW
6e3onacHoctu, MTC

e Yrposbl u araku WecToro nokoneHus. ycneet v busHec?

Bacunun Oarunes, rnasa npencrtasmtensctea, Check Point Software
Technologies Ltd B Poccun n CHIT

o [lepcnekTnBbl pa3BuTns pbiHKa yCyr ayTCOPCUHra
MHGOoPpMaLMOHHOV 6€30M1acHOCTH.

Oner BakLWMHCKWUIA, BeOyWnii COBETHUK MO BOMpocam
nHgopmaunoHHoi 6esonacHocTn, IBM Security RCIS

e UHgbopmaLmoHHas 6e30nacHOCTb. rnobasnbHble BbI30BbI U
KopropatuBHble npakTuku. Barnsa komnaHmm «HopHuKenb».

AHppen KynbnuH, HavanbHUK ynpasneHns sawnTol IT-
NHPACTPYKTYpPbl, «HOPHUKENb»

Nany, npenosoe obueHne
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